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Financial services companies have significantly increased their spending on combatting financial 
crime and it is no surprise that the industry is planning to further boost its spending largely driven by 
enhanced anti-money laundering and anti-bribery & corruption regulations and increasingly 
globalised forms of enforcement. But is more money and additional resources the key to a better 
Financial Crime Prevention regime? 
 
I believe that the following points should be considered: 

• A reliable risk assessment process is essential to understand risks holistically 

• A risk assessment can also be the key to increased efficiency as it may reveal that the 
controls are not aligned to the risk profile of a business 

• Organisations need to establish meaningful benchmarks of what the business’ risk 
tolerance should be. 

• An adequate risk based approach helps to better manage the customer experience 

• The first-line’s comprehension of Anti Financial Crime requirements is essential to 
maintain an effective and (cost-) efficient control environment  

• Effective AML Governance is key for the oversight of the conduct of AML and to make 
quick and effective decisions 

• Technology  can help improving ‘the basics’ and many firms are still underinvested but 
inadequate technology/vendor solutions can be a large driver of cost 

 
Many financial services companies still apply a reactive and defensive approach to addressing 
financial crime risk. Changing regulation and enforcement actions have resulted in a lot of fire 
fighting. As a consequence, organisations are extremely busy looking back and remediating with 
little time to spend on prevention. More recent regulations in many countries now require regulated 
entities to regularly conduct risk assessments, something that surprisingly few financial services 
companies have done previously. AFC & Sanctions risk assessments are cost intensive as these 
quantitative and qualitative reviews require technology support and input from already busy people 
involved in the KYC process. However, a reliable and robust risk assessment is a pre-requisite for 
any effective AML risk management framework. The assessment enables the establishment of a 
risk-based approach with controls that are commensurate with the true AFC risks an organisation is 
facing. They allow organisations to look forward and understand how their changing business 
strategy in a changing world is affecting its risk exposure. At the same time, a reliable risk 
assessment process can also be the key to improved efficiency as they often reveal that the controls 
being applied are not aligned to the risk profile of a business. 
 
Driven by new regulatory requirements, the number of organisations in Luxembourg that have 
conducted AML/Sanctions risk assessments has increased to over 70% - which is a great 
achievement when compared to the figure of 23% globally. Unfortunately, many of the risk 
assessments are conducted using a ‘tick the box’ approach to meeting a regulatory requirement 



 

 

rather than being holistic and proactive. In addition, it is my belief that it is still very rare that the 
outcomes of the risk assessments are translated into actions to strengthen or adjust the approach. 
  
Firms are struggling to define meaningful benchmarks of what the business’ risk tolerance should 
be. A risk tolerance statement with reliable KRI metrics and defined thresholds is essential to monitor 
risk taking against agreed benchmarks. It helps the business understand changes in their risk profile 
and indicates when de-risking is required or when risks have diminished, allowing controls to be 
adjusted. An adequate risk based approach also helps to better manage the customer experience 
during the onboarding/renewal processes as they can be better aligned to the risk profile of the 
customer and the products services offered. 
 
Financial crime prevention and detection has historically been the domain of the second line of 
defence but enterprises now need to embed their newly reinforced Financial Crime prevention 
measures into the first line of defence. For many organisations that was a significant shift and the 
first-line’s comprehension of Financial Crime requirements and AML/Sanction risks often has room 
for improvement. Also, the first-line’s AML conduct and KYC ownership still need to mature which 
often results in inadequate delegation of decision making to junior ranks. Senior leaders are 
increasingly held accountable for organisational misconduct. In many cases those who conduct CDD 
and investigate financial crime, those who own the risks and those who report it to the 
board/regulators are sitting in different parts of the organisation and as a result it is difficult to see 
the strategic whole. Reliable metrics and effective AML and Sanctions Governance Structures are 
essential to manage the risks - an AML programme that is not sponsored by executives at the most 
senior level is likely to remain a blunt instrument. 
 
Technology can help improving ‘the basics’ – such as knowing the customers, monitoring their 
activity and increasing the quality of reporting but many firms have underinvested or haven’t made 
their AML Programmes a firm priority. In other cases firms are spending millions on technology and 
vendor solutions that do not deliver acceptable results. Some organisations are accepting name 
screening and transaction monitoring solutions that produce a high number of alerts of which 95% 
are false positives. Usually, the vendor’s fees are driven by the number of alerts so the industry 
cannot expect the service providers to be forthcoming with proposals to better calibrate the screening 
process.  
 
In my experience, most organisations would benefit from an end to end review of their 
AML/Sanctions programme as this should result in a more risk aligned, proactive approach to 
Financial Crime prevention. The cost of a review cannot be ignored but this is often more than offset 
by streamlining the controls more accurately to the company’s risk profile. 
 
Today executives are aware that basic anti-money laundering failings are sometimes a bigger risk 
than the crimes themselves - that is especially true for Asset Managers who don’t offer transaction 
accounts and don’t hold client assets. Often the risk is magnified by a companies’ own controls and 
procedures that are not aligned to regulatory requirements or go against best practices. At the same 
time, the best procedures and controls are worthless if their effectiveness is not assessed on an 
ongoing basis. Ongoing oversight and a robust Risk & Control Self Assessment process are 
essential.   
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